
The enterprise solution to manage 
governance, risk and compliance

T-GRCS
TOSMS GRC SOLUTION

PORTFOLIO OF SERVICES

SUMMARY



INTRODUCTION

We have answered the call of our clients to deliver a fully integrated 
solution for the Governance, Risk and Compliance (GRC) functions in an 
organisation.

We have taken the key functions and translated them into a workflow 
model that consists of a portfolio of 30 GRC services that get delivered by 
a company for keeping it on track. 

We offer clients help with these services, individually, in any combination 
or as a complete enterprise solution, based on their specific needs, with 
the benefit of the supporting applications, that we use to digitise, 
integrate and automate processes within these services, being available 
on an “as needed” basis.

The overarching aim of our Portfolio of Services is to help clients digitise, 
integrate and automate their GRC operations by harnessing technology 
and using an Agile approach to incrementally transform key workflows 
and achieve a reduction in cost, complexity and risk while keeping their 
companies on track.

This brochure provides information on each service and is an extension of 
our main brochure that covers our standard and supporting software: 
TOSMS Governance, Risk and Compliance Solution (T-GRCS).  The 
adjacent Table of Contents provides the list of services that are grouped 
logically into Digitisation, Integration and Automation, Future Changes and 
the GRC Digitisation Journey.

CONTACT US

If you are interested in having a discussion on how these services can 
assist your organisation in reducing cost, complexity and risk through 
your GRC operations, we would love to hear from you. Please call us or 
send us an e-mail and we will be happy to meet with you.  Our contact 
details in the United Kingdom and South Africa are as follows:

United Kingdom

Tim O’Hanlon 
+44 7527 574052 
tim@tosmsgroup.co.uk 

South Africa

Abrie De Villiers
+27 83 680 1040 
abrie@tosms.co.za
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PORTFOLIO OF 30 SERVICES - SUMMARY

This summary provides a brief description of each service to help clients 
quickly establish the full scope of the GRC services we provide and select 
the ones they would like to find out more about.  We have a separate 
brochure for each service that can be provided. 

DIGITISE GRC OPERATIONS

GRC-P0S-01: Digitise Regulations & Detail Level Requirements (DLRs)

Key regulatory details, made up of company external obligations such as 
legislation and international standards, are digitised and logged in a 
Regulatory Universe (RU) Register.  High-risk regulations are unpacked to 
identify all obligations and create Detail Level Requirements (DLRs) that are 
logically grouped into themes for streamlining business controls.

GRC-P0S-02: Digitise Business Controls

Controls are the cornerstone of risk remediation.  There are complex 
relationships between regulatory gaps in business operating models that 
raise risk levels and the Processes, Records, Systems and Roles (PRSRs) 
that are applied to business controls to resolve these gaps.  Our service 
digitises each control and takes care of this integration complexity.

GRC-P0S-03: Digitise Processes, Records, Systems & Roles (PRSRs)

Processes, Records, Systems and Roles (PRSRs) are captured and kept 
under change control because of their vital association with business 
controls.  This is critical data we collect when carrying out regulatory gap 
analyses (GRC-POS-24) to establish business control requirements.

GRC-P0S-04: Digitise Preventative Maintenance Routines (PMRs)

Our GRC Standard applies a combination of engineering and quality 
management principles to achieve sustainable GRC solutions by using our 
revolutionary Preventative Maintenance Routines (PMRs).  These are 
purpose-designed for each business control to manage risk prevention.

GRC-P0S-05: Digitise Governance Documentation

Governing Bodies of companies need to see how high-risk regulations are 
internalised so this is a vital service for capturing clients’ governance 
documentation in a consolidated state ready for mapping digitally.  This 
includes, policies, operating manuals, internal standards, procedures, etc.

GRC-P0S-06: Digitise Governance Controller (GC) Details

Our GRC Standard has various roles for covering the full ambit of GRC 
accountabilities and these all belong in a group called Governance 
Controllers (GCs).  Our service sets up the Combined Assurance 
framework with GC details to manage these accountabilities.

GRC-P0S-07: Digitise Automated Standard Compliance Procedures 
(ASCPs)

One of the most important tools for helping GCs do their job is an expert 
system for them to rely on that removes the human element as far as 
possible and reduces the risk of human error. To harness this tool, our 
service captures every duty of every GC in what the GRC Standard terms 
Automated Standard Compliance Procedures.  These ASCPs work in 
conjunction with the PMRs for each control covered in GRC-POS-04.

INTEGRATE & AUTOMATE GRC FUNCTIONALITY

GRC-P0S-08: Provide a Current Regulatory Universe (RU) Register

This service helps clients by taking the thousands of records, associated 
with their many current regulations and extracted DLRs, and providing the 
processing of this data into a multitude of different views - such as heat 
maps per business unit for inherent and residual risk, content groupings 
e.g. Data Privacy and AML, jurisdictions, etc.  This service supports various 
types of GRC Risk Management Plans in conjunction with GRC-POS-12.

GRC-P0S-09: Provide a GRC Library

We help clients consolidate into a central library all regulations and other 
digitised GRC external reference documents, along with their internal 
governance documentation, to create a sizeable knowledge base with 
considerable value including instant access to information from smart 
categorization and filing, search engine capabilities and version control. 

GRC-P0S-10: Provide Governance Documentation Mapping to High-Risk 
DLRs

Governing Bodies of companies need to demonstrate to Regulators that 
their regulations have been internalised and to do this our service audits 
the links between all high-risk DLRs in the regulations and the internal 
governance documentation of the company through a mapping process.  
This service works in conjunction with GRC-POS-05 and GRC-POS-09.



GRC-P0S-11: Provide a GRC Monitoring Programme (GMP)

The GRC Monitoring Programme (GMP) is like the service manual for your 
car, made up of a set of digitised Preventative Maintenance Routines 
(PMRs), derived from all the controls, and a schedule of how often they 
must be performed and by who, in order to achieve an error-free 
experience. Our GRC Standard has a PARA Monitoring Cycle of Plan-
Action-Review-Attest and this is the Plan step that generates and 
maintains the GMP.

GRC-P0S-12: Provide Reviews of the GRC Monitoring Programme (GMP)

One of the main reasons for needing to do reviews of the GMP is that a 
selective monitoring approach is often used by clients due to limited 
resources.  PMRs are prioritised based on various risk criteria that are 
assessed periodically and this service then creates various types of GRC 
Risk Management Plans (e.g. CRMPs) based on these changing priorities.

GRC-P0S-13: Provide Control of GRC Disruptors

There are four primary GRC disruptors that our service is designed to 
help clients manage in an integrated way – risk events, complaints, 
changes to operating models and external regulatory obligations.  This is 
part of the Action stage of the PARA Monitoring cycle as these disruptors 
can happen at any time and the business needs to be set up to tackle 
them as an integral part of the broader GRC Standard.

GRC-P0S-14: Provide Automated GRC Monitoring

The other half of the picture for an error free experience mentioned in 
GRC-POS-11 is the dashboard. This service provides for the incremental 
development of automated monitoring for each client.  It represents the 
culmination of all the digitisation efforts and integration and automation 
engineering that is applied to deliver the GRC monitoring "nerve centre".

GRC-P0S-15: Provide Automated GRC Reporting

An extension of Automated GRC Monitoring in GRC-POS-14 is the outputs 
that are flagged and reported on when certain thresholds are breached.  
Our design provides for the customisation  of these thresholds and the 
details and manner in which breaches are then handled using a severity 
rating and escalation standard.

GRC-P0S-16: Provide a GRC Integration Hub

Automated monitoring (GRC-POS-14) relies heavily on access to the 
many sources of application data required for providing the feeds.  It 
requires a rules based approach that can be applied at the source of the 
processing and this introduces significant complexities that interface 
technology can provide incrementally through this service.

GRC-P0S-17: Provide Integration of Enterprise Solutions

Due to the enterprise nature of our GRC monitoring solution and the fact 
that it deals with every operating model in a company, together with the 
rules that drive them, an essential service is to integrate existing client 
enterprise solutions within the different operations that are necessary 
for delivering a complete solution.  This is an extension of GRC-POS-16.

GRC-P0S-18: Provide Integrated GRC Task Planning & Control

There are numerous services that generate tasks that are crucial for 
delivery of required outcomes.  This Task Planning & Control service is 
part of our underlying platform and provides the functionality for each 
service to manage the tasks that are required.  It uses a unique GRC 
component breakdown structure so that it is possible to provide a status 
on efforts and the history relating to each of these components.

GRC-P0S-19: Provide Integrated GRC Forum Planning & Administration

There are various strategic forums the GRC functions support in the 
company that are crucial for setting direction and generating important 
outputs in the form of deliberations, decisions and actions.  This service 
provides a common framework for how GRC functions and the 
governance structures work together for inputting, processing and 
outputting vital information to govern the company.

GRC-P0S-20: Provide a GC Desktop Assistant

Services GRC-POS-06 and GRC-POS-07 covered the digitisation of 
Governance Controller (GC) details and their ASCPs.  This is part of the 
key data in our desktop assistant we call MY COMPLY that this service 
helps clients set up.  It provides a go-to, expert system for helping GCs 
manage all aspects of their job and includes notifications, task reminders 
and other essential information directly related to their responsibilities.



GRC-P0S-21: Provide a GRC Forms Factory

To ensure consistency of approach, our GRC Standard has hundreds of 
forms and templates used throughout the many services in our portfolio. 
Attestation forms, reporting layouts, and PMR, ASCP and business control 
specification templates are but a few examples.  This service helps clients 
introduce a Forms Factory with these items under strict change control.

RESOLVING FUTURE GRC CHANGE IMPACTS

GRC-P0S-22: Provide a Digitised Future Changes Regulatory Universe 
(RU) Register

GRC-POS-08 covered the Current RU Register and here we are talking 
about a Future Changes RU Register.  Having two registers is to make sure 
there is a clear delineation between managing the current status quo and 
any material changes that arise.  This service helps clients deal with all 
change alerts through maintenance of a Future Changes RU Register.

GRC-P0S-23: Provide Control of Digitised Regulatory Change Alerts

This service helps clients integrate 3rd party alert service provider systems 
with the Future Changes RU Register.  All alerts are categorised, filtered 
and prioritised based on pre-determined client criteria.  A combination of 
other services can then be used to help process agreed changes that are 
then moved into the Current RU Register once delivery is completed. 

GRC-P0S-24: Provide Gap Analysis & Risk Assessment of Digitised 
Regulations

This is the most valuable service for ensuring change is dealt with 
correctly.  Key features include the generation of heat maps for inherent 
risk, level of compliance and effort for each new DLR across each 
individual entity, functional gaps in each operating model impacted, 
details of PRSRs that are impacted, interpretation issues, etc.

GRC-P0S-25: Provide a Register of Rulings for Digitised Regulations

This service provides a Register of Rulings for all interpretation issues 
relating to the legal content of any regulations.  It provides a structured 
way of consolidating and maximising the value of legal contributions and 
includes a log of proceedings that provides the due diligence for a clients’ 
position if challenged by a customer, regulator or the court.

GRC-P0S-26: Design & Implement Digitised Controls

During analysis of each new DLR carried out under service GRC-POS-24, 
details of functional gaps in business operating models, impacts to PRSRs 
and entities with similar impacts are captured.  This service then takes 
the input generated and helps clients design, build and implement 
business controls that are kept under change control.

GRC-P0S-27: Design & Implement Digitised Early Warning Advance 
Controls (EWACs)

This is a service that relies on continuous learnings built into the review 
aspect of our PARA Monitoring Cycle, where errors, mistakes, disruptions 
and unforeseen events are the basis for improvement.  Designing EWACs 
to flag these potentially damaging events is key for any business and is 
underpinned by our prevention quality principles built into this service.

EMBARKING ON A GRC DIGITISATION JOURNEY

GRC-P0S-28: Establish a GRC Digitisation Strategy

By using our bespoke methodology, this service digitises planning details 
and drives periodic reviews of the GRC strategy, to help clients maintain 
alignment of costs, efforts and outcomes and to ensure positive progress 
and meaningful results. It creates a powerful opportunity for clients to 
understand the GRC agenda in the global context through research input 
we provide and to align their efforts accordingly.

GRC-P0S-29: Build a GRC Digitisation Capability 

There is a lot of value in the detail of our GRC Standard that will become 
more evident to clients as they have time to assimilate the full extent of 
each service. The more business-specific content that is digitised as 
services are set up, the greater value is created and more benefits to 
business are realised.  This service focusses on making sure the client 
receives the necessary training on a scalable basis as take-on occurs.

GRC-P0S-30: Project Manage GRC Digitisation Initiatives

A key outcome of our approach is that the client will gain the knowledge 
transfer to be able to drive the projects that deliver the GRC Standard’s 
Portfolio of Services and reduce dependencies.  This service ensures that 
during the process of achieving this self-sufficiency, TOSMS is available to 
drive the changes for the client and mentor those key resources that will 
be responsible for championing the new standard into the future.
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